
 

 

  

Protecting your data 
• We respect your privacy and are committed to protecting your personal data 

• This privacy notice also tells you about your privacy rights and how the law protects you. We 
have a legal duty under the Data Protection Act 2018 (“DPA 2018”) and General Data Protection 
Regulation (Regulation EU 2016/679) ("the GDPR") to handle your information in certain ways 

• This privacy notice is provided in a layered format so you can click through to the specific areas 
set out below 

• Please take your time to read this privacy notice carefully 

• This privacy notice sets out details of the data that we may collect from you and how we may use 
that information. 

If you are a patient of Berkshire Healthcare read our separate privacy notice about how we 
handle your personal patient data (opens new browser tab) 

If you are an employee of Berkshire healthcare read our separate privacy notice about how we 
handle your personal employee data (opens new browser tab) 

Read about our secure email standard (opens new browser tab) 

Read our guidance to protect yourself against fraud (opens new browser tab) 

About us 

In this Privacy Policy we use "we" or "us" or "our" or "Berkshire Healthcare" to refer to Berkshire 
Healthcare NHS Foundation Trust (which is a statutory public benefit corporation established 
under the National Health Service Act 2006 (as amended)). 

Our data protection officer and how to contact us 

Berkshire Healthcare NHS Foundation Trust ("Berkshire Healthcare") is the data controller for the 
information we collect about you. 

The Data Protection Officer ("DPO") for Berkshire Healthcare is the Associate Director of 
Information Governance.  If you have any questions about this privacy notice, please contact the 
Data Protection Officer. 

Post address 

Information Governance Team 
Berkshire Healthcare NHS Foundation Trust 
London House 
London Road 
Bracknell 
RG12 2UT  

Call 0300 365 6565 

Email: information.governance@berkshire.nhs.uk 

https://www.berkshirehealthcare.nhs.uk/patient-privacy-notice/
https://www.berkshirehealthcare.nhs.uk/patient-privacy-notice/
https://www.berkshirehealthcare.nhs.uk/work-for-us/a-great-place-to-work/employee-privacy-notice/
https://www.berkshirehealthcare.nhs.uk/work-for-us/a-great-place-to-work/employee-privacy-notice/
https://www.berkshirehealthcare.nhs.uk/about-us/about-us/protecting-your-data-privacy-notice/the-secure-email-standard/
https://www.berkshirehealthcare.nhs.uk/about-us/about-us/protecting-your-data-privacy-notice/protect-yourself-against-fraud/
tel:0300-365-6565
mailto:information.governance@berkshire.nhs.uk


 

 

Changes to this privacy notice and your duty to inform us of 
changes 

This privacy notice was last updated on 9th July 2025 and historical versions can be obtained by 
contacting us. 

It is important that the personal data we hold about you is accurate and current. This is of 
particular importance if you are a patient.  Please keep us informed if your personal data changes 
during your relationship with us. 

Complaints about how we handle your information 

You have the right to make a complaint at any time to the Information Commissioner's Office 
("the ICO"), the UK supervisory authority for data protection matters 

Visit the ICO website (opens a new browser tab) 

Call 0303 123 1113 

We would however appreciate the chance to listen to your concerns before you approach the 
ICO, so please contact us in the first instance.  Your feedback helps us to continue improving our 
services. 

You can find our complaints policy, and details about how to send a complaint to us. 

Contact us to make a complaint 

Purpose of this privacy notice 

This privacy notice aims to explain: 

• Why do we collect data about you? 

• What data do we collect about you? 

• How do we collect your information? 

• What are the purposes for which your data is used? 

• Who do we share your data with? 

• How long do we keep your data for? 

• What are your rights? 

 Why do we collect data about you? 

In general terms, we collect and process your data for the purposes of wellbeing support. We will 
collect and process data for other purposes, including those which are incidental to the provision 
of wellbeing support and for research purposes. 

What data do we collect about you? 

• The data that we collect will depend on your relationship with us. 

• We may use “sensitive personal information” (otherwise known as "special categories of data") 
about you, such as information relating to your wellbeing support. For example, if you are a client 
accessing the Wellbeing Matters Service we will need to use information about your health in 
order to support you. 

• If you provide personal information to us about other individuals you should inform the individual 
about the content of this privacy notice. We will process such information in accordance with this 
privacy notice.  

 

https://www.berkshirehealthcare.nhs.uk/ico.org.uk
tel:0303-123-1113
https://www.berkshirehealthcare.nhs.uk/contact-us/our-patient-advice-and-liaison-service/make-a-complaint/


 

 

Personal information 

The personal information we hold about you may include the following: 

• Name, address, date of birth. 

• Telephone numbers.   

• Next of kin / emergency contact.   

• Your registered GP details 

Sensitive Personal Information 

The sensitive personal information we hold about you may include the following: 

• Details of your current and former physical or mental health. This may include information about 
any health care you have received or need, including about clinic and hospital visits and 
medicines administered. We will typically only collect this from your directly, we will not contact 
your healthcare providers for this information without discussing this with you first and will never 
access any of your medical records ourselves. 

• Details of services you have received from us. 

• Information relevant to your continued care from other people who care for you or know you well, 
such as Berkshire Healthcare employees and other health professionals, e.g. from referral. We 
will typically only collect this from your directly, we will not contact your healthcare providers, line 
manager or other staff for this information without discussing this with you first and will not access 
any of your medical or personnel records ourselves. 

• Details of your race and/or ethnicity.   

• Details about any disabilities. 

• Details about your language preferences.  

• Details of your religion.   

• Data concerning your sex life and/or sexual orientation. 

The confidentiality of your personal information is of paramount importance to Berkshire 
Healthcare.  We therefore make every effort to prevent unauthorised access to and use of 
information relating to your current or former wellbeing.   

How do we collect your information? 

• How we collect your information will depend on your relationship with us. In general terms, we will 
collect personal data from you in a number of different ways as is explained below.   

Directly from you 

Information may be collected directly from you when: 

• you submit a query to us through Nexus, or by email.  

• you correspond with us by email, telephone, or Microsoft Teams. 

• you register as a client for individual support or participate as part of a team/group intervention 

• you complete forms (whether in electronic or hard copy form) regarding the provision of our 
Wellbeing Matters Service. 

From your use of our website 

• We will not use cookies to collect personally identifiable information about you. 

 

  



 

 

From your healthcare providers.  

We won’t routinely approach your healthcare providers for information about you. There may be 
times that we do need to seek information, but we would only do so after discussion with you to 
explain what we need and why we need it as well as listen to any concerns you may have about 
this. Information we may need to collect from your healthcare providers could include: 

• medical records from your family doctor, your GP. 

• medical records from NHS organisations, including Berkshire Healthcare and private healthcare 
organisations. 

From third parties 
Information may be collected from third parties as follows: 

• You are referred to us for the provision of wellbeing support services e.g. line manager. 

• When an incident is logged within Berkshire Healthcare that meets the criteria for notification to 
the Wellbeing team e.g. work-related incident causing emotional/physical harm to staff.  

• We liaise with your employee benefit provider e.g. Occupational Health, Employee Assistance 
Programme. We will not routinely approach these parties, but if we feel we need to we will always 
discuss this with you first. 

• Government bodies, including local authorities and the police. 

  



 

 

What are the purposes for which your data may be used 

In general, we may process your data for a number of different purposes. For each purpose we 
must have a legal ground for such processing.  

When the information that we process is classed as a special category of personal data, which is 
the most sensitive form of personal data from a legal perspective, we must have a specific 
additional legal ground for such processing. Generally we will rely on the following legal grounds: 

• Taking steps at your request in order to receive wellbeing support services from us. 

• For the purposes of providing you with wellbeing support.  

• We have a legitimate interest to process your personal data and this interest is not overridden by 
your privacy rights. We will rely on this for activities such as quality assurance, maintaining our 
business records and developing and improving our products and services. More detailed 
information about our legitimate interests is set out below. 

• We have a legal or regulatory obligation to process your data. 

• We need to use your personal data to establish, exercise or defend our legal rights. 

• It is in the public interest, in line with any laws that apply. 

• You have provided your consent to our use of your personal data. Ordinarily, we will only ask you 
for permission to process your personal information if there is no other legal reason to process it. 
You have the right to withdraw your consent at any time. 

Legitimate interests 

We may process your data for a number of legitimate interests in circumstances where these 
interests are not overridden by your privacy rights.  We will rely on this for activities such as 
quality assurance, maintaining our business records and developing and improving our products 
and services.  Taking into account your privacy rights, our legitimate interests include: 

• To manage our relationship with you and third parties who provide services for us. 

• To keep our records up to date. 

• To monitor how well we are meeting your expectations. 

• To take part in, or be the subject of, any transfer or termination of functions in respect of 
Berkshire Healthcare. 

You will find details of our legal grounds for each of our processing purposes below.   

 

Purpose 1: to set you up as a client on our systems including carrying out any regulatory 
checks or checks required by law 

Legal grounds: 

• Taking the necessary steps so that you can register as a client of Wellbeing Matters for the 
delivery of wellbeing support services. 

Additional legal ground for sensitive personal data: 

• The use is necessary for reasons of substantial public interest. 

Purpose 2: To provide wellbeing support services 

Legal grounds: 

• The use is necessary for reasons of public interest. 

Additional legal ground for sensitive personal data: 

• The use is necessary for reasons of substantial public interest. 



 

 

 

Purpose 3: Communicating with you and resolving any queries or complaints that you 
might have. Communicating with any other individual that you ask us to update about 
your care 

Legal grounds: 

• We have a legitimate interest to use your data which does not overly prejudice you. 

Additional legal ground for sensitive personal data: 

• The use is necessary in order for us to establish, exercise or defend our legal rights. 

• Fulfilling any contractual obligations for the delivery of services to you. 

Purpose 4: Complying with our legal or regulatory obligations 

Legal grounds: 

• The use is necessary in order for us to comply with our legal obligations. 

• We have a legitimate interest to use your data which does not overly prejudice you. 

Additional legal ground for sensitive personal data: 

• The use is necessary in order for us to establish, exercise or defend our legal rights. 

• The use is necessary for reasons of substantial public interest. 

Purpose 5: Providing improved quality, training and security (for example, in relation to 
recorded or monitored phone calls to our contact numbers) 

Legal grounds: 

• We have a legitimate interest to use your data which does not overly prejudice you. 

Additional legal ground for sensitive personal data: 

• The use is necessary in order for us to establish, exercise or defend our legal rights. 

• The use is necessary for reasons of substantial public interest. 

Purpose 6: Managing our business operations such as maintaining accounting records, 
analysis of financial results, internal audit requirements, receiving professional advice (for 
example, tax or legal advice) 

Legal grounds: 

• We have a legitimate interest to use your data which does not overly prejudice you. 

Purpose 7: For research purposes  

Legal grounds: 

• We have a legitimate interest in helping with research and have put appropriate safeguards in 
place to protect your privacy. 

Additional legal grounds for sensitive personal information: 

• The processing is necessary in the public interest for statistical and scientific research purposes. 

• You have provided your consent. 

  



 

 

Who do we share your data with 

We may disclose your information to the third parties listed below for the purposes described in 
this privacy notice. 

• Anyone that you ask us to communicate with or provide as an emergency contact, for example 
your next of kin, carer, or your legal adviser. 

• NHS organisations (including Berkshire Healthcare provided NHS services) who provide you 
healthcare, or as part of referral. 

• Other healthcare providers providing you healthcare, such as private healthcare providers. 

• Third parties who assist in the administration of your healthcare, such as Occupational Health or 
EAP. 

• Your GP or those GPs involved with your care. 

• Other bodies involved in the management of the NHS, including the NHS Counter Fraud 
Authority. 

• Emergency services, including police forces. 

• The police and other third parties where reasonably necessary for the prevention or detection of 
crime. 

• Our third party services providers such as, auditors, lawyers and document management 
providers. 

• Selected third parties in connection with any transfer or termination of our functions. 

Where we regularly share information, we are required to have in place information sharing 
agreements.  

In some circumstances we may also anonymise your personal data (so that it can no longer be 
associated with you) for research or statistical purposes in which case we may use this 
information indefinitely without further notice to you. 

International transfers 

We do not transfer your personal data outside the European Economic Area ("EEA"). 

How long do we keep your data for 

• We will only keep your personal information for as long as reasonably necessary to fulfil the 
relevant purposes set out in this privacy notice and in order to comply with our legal and 
regulatory obligations. 

• Where your records are stored electronically Berkshire Healthcare has ensured that the storage 
facilities are secure and in line with Information Security principles (ISO27001) within the United 
Kingdom or EEA. 

  



 

 

What are your rights 

Under certain circumstances, you have rights under data protection law in relation to your 
personal data.  

These are: 

• To be informed why, where and how we use your information – this is detailed in this privacy 
notice statement. 

• To ask for access to your information – You can request a copy of the information we hold about 
you by contacting Wellbeing Matters directly. The information will be assessed and may have 
information provided by third parties or about third parties removed before it is given to you. The 
Berkshire Healthcare Subject Access Request policy is available by contacting Wellbeing Matters 
directly. 

• To ask for your information to be corrected if it is inaccurate or incomplete. – If you think any 
information about you held by Berkshire Healthcare is incorrect, please discuss this with the 
service you are accessing either in person when attending an appointment, or by contacting the 
Data Protection Officer. We will discuss the changes with you and write to you to explain our 
decision. 

• To ask for your information to be deleted (also known as the right to be erasure) or removed 
where there is no need for us to continue processing it. In some circumstances, we must delete 
your personal information if you ask us to but in many other circumstances where we have a valid 
legal reason to retain your personal information. we do not have to comply with requests to delete 
personal information. 

• We will not usually delete wellbeing related data before the expiration of any relevant retention 
period (see above). We may also need to retain data for regulatory purposes. We do not have to 
comply if we need to retain your personal information in case you make a legal claim against us. 

• To ask us to restrict the use of your information. In some circumstances, we must "pause" our 
use of your personal data if you ask us to. We do not have to comply with all requests to restrict 
our use of your personal information.  For example, we do not have to comply if we need to use 
your personal information to defend a legal claim against us. 

• To ask us to copy or transfer your information from one IT system to another in a safe and secure 
way, without impacting the quality of the information. In some circumstances, we must transfer 
personal information that you have provided to us to you or, if this is technically feasible, another 
individual or organisation of your choice. The information must be transferred in an electronic 
format.  

• To object to how your information is used. – Where your information is used for research or 
statistical purposes you can object to it being processed for this purpose. Please make requests 
in writing to the Data Protection Officer or to the Berkshire Healthcare service you have used 
advising what changes you would like. Berkshire Healthcare does not participate in direct 
marketing and will never pass your information to anyone for this purpose. 

• To challenge any decisions made without human intervention (automated decision making) –
information about your health may be entered into clinical applications to provide health 
recommendations but we will never carry out automated decision making that prevents 
healthcare or requires you to enter into a legal contract. 

• To withdraw consent where Berkshire Healthcare has relied on this as a condition for processing. 

If you wish to exercise any of the rights set out above, please contact us. 

  



 

 

Fee 

• You will not usually have to pay a fee to access your personal data (or to exercise any of the 
other rights). However, we may charge a reasonable fee if your request is clearly unfounded, 
repetitive or excessive. Alternatively, we may refuse to comply with your request in these 
circumstances. 

What we may need from you 

• We may need to request specific information from you to help us confirm your identity and ensure 
your right to access your personal data (or to exercise any of your other rights). This is a security 
measure to ensure that personal data is not disclosed to any person who has no right to receive 
it. We may also contact you to ask you for further information in relation to your request to speed 
up our response. 

Time limit to respond 

• We are obliged by law to respond to all legitimate requests within one month unless your request 
is particularly complex or you have made a number of requests. In this case, we can take an 
extra two months to respond to the request and consider charging a fee. If this is the case we will 
notify you and keep you updated.  

 
 

 


